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ANSI Accredited Program
PERSONNEL CERTIFICATION

Introduction

The Certified Information Systems AuditorTM (CISA®) program was established in 1978 to:
• Develop and maintain a testing instrument that could be used to evaluate an individual’s competency in conducting

information systems audits
• Provide a mechanism for motivating information systems auditors to maintain their competencies and monitoring the success

of the maintenance programs
• Aid top management in developing a sound information systems audit function by providing criteria for personnel selection

and development

Today, the CISA program is designed to assess and certify individuals in the IS audit, control or security profession who
demonstrate exceptional skill, judgment and proficiency in IS audit, control and security practices.

Benefits of Becoming a CISA

Being recognized as a CISA brings with it a great number of professional and organizational benefits. Successful achievement
demonstrates and attests to an individual’s information systems audit, control and security expertise and indicates a desire to
serve an organization with distinction. This expertise is extremely valuable given the changing nature of information technology.
With these changes comes a need for organizations to employ certified professionals who are able to apply the most effective
information systems audit, control and security practices, and who have an awareness of the unique requirements particular to
information technology environments. Those who become CISAs join other recognized professionals worldwide who have
earned this highly sought-after professional designation.

A growing number of organizations are requiring or recommending that employees become certified. In a recent benchmarking
survey conducted by ISACA, more than half of the individuals surveyed responded that it is their department policy to
recognize individuals who obtain a professional certification. This included a monetary bonus, promotion within 12 months or
some other type of reward. Many employers require the achievement and maintenance of the CISA designation as a strong
factor for employment and/or advanced promotion because it assures that staff is able to apply state-of-the-art information
systems audit, control and security practices.

CISA Program Accredited under ISO/IEC 17024:2003

The American National Standards Institute (ANSI) has accredited the CISA certification under ISO/IEC 17024:2003, General
Requirements for Bodies Operating Certification Systems of Persons. ANSI, a private, nonprofit organization, accredits other
organizations to serve as third-party product, system and personnel certifiers. 

ISO/IEC 17024 specifies the requirements to be followed by organizations certifying individuals against specific requirements.
ANSI describes ISO/IEC 17024 as “expected to play a prominent role in facilitating global standardization of the certification
community, increasing mobility among countries, enhancing public safety and protecting consumers.”

ANSI’s accreditation:
• Promotes the unique qualifications and expertise that ISACA certifications provide
• Protects the integrity of the certifications and provides legal defensibility
• Enhances consumer and public confidence in the certifications and the people who hold them
• Facilitates mobility across borders or industries

Accreditation by ANSI signifies that ISACA’s procedures meet ANSI’s essential requirements for openness, balance, consensus
and due process. With this accreditation, ISACA anticipates that significant opportunities for CISAs and CISMs will continue to
present themselves around the world.
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The CISA Exam

Development/Description of the CISA Exam
The CISA Certification Board oversees the development of the exam and ensures the currency of its content. Questions for the
CISA exam are developed through a multitiered process designed to enhance the ultimate quality of the exam. The process
includes a Test Enhancement Committee that works with item writers to develop and review questions before they are
submitted to the CISA Certification Board for review.

The detailed job process and content areas (see the Content of the CISA Exam section on page 9), developed by an experienced
and representative panel of CISAs, serve as a syllabus for the CISA exam.  Although the tasks and knowledge statements are
intended to be reasonably comprehensive, candidates are encouraged to investigate additional tasks not specifically listed but
appropriate. In the review of these statements, candidates should use discretion as to the depth of coverage and the amount of
time to dedicate to any given area.

The exam consists of 200 multiple-choice questions, administered annually in June and December during a four-hour session.
Candidates may take the exam in Dutch, English, French, German, Hebrew, Italian, Japanese, Korean, simplified Mandarin
Chinese, Spanish and traditional Mandarin Chinese for the June administration and English, French, German, Japanese, Korean
Simplified Mandarin Chinese, Spanish, and traditional Mandarin Chinese for the December administration. 

Refund and Deferral of Fees
Refund: Candidates unable to take the exam are eligible for a refund of registration fees, less a US $100 processing fee, if such a
request is received in writing on or before 14 April 2006 for the June exam and 13 October 2006 for the December exam. All
requests after the respective dates will be denied.

Deferral: Candidates unable to take the exam can request a deferral of their registration fees to the next exam date. For the
June 2006 exam, deferral requests received on or before 1 May 2006 will be charged a $50 processing fee. From 2 May 2006
through 2 June 2006, a processing fee of $100 will be charged. Deferral requests for the June exam will not be accepted after 2
June 2006.

For the December 2006 exam, deferral requests received on or before 1 November 2006 will be charged a $50 processing fee.
From 2 November 2006 through 1 December 2006, a processing fee of $100 will be charged. Deferral requests for the December
exam will not be accepted after 1 December 2006.

To request a deferral, please visit www.isaca.org/examdefer. NO REFUNDS OR EXCHANGES WILL BE GIVEN FOR STUDY
AIDS, ASSOCIATED TAXES, SHIPPING AND HANDLING CHARGES OR MEMBERSHIP FEES. 

Candidate’s Guide to the CISA Exam
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Study Aids for the CISA Exam

Passing the CISA exam can be achieved through an organized plan of study. To assist individuals with the
development of a successful study plan, ISACA offers study aids and review courses to exam candidates
(see www.isaca.org/cisaexam for more details).

� The Candidate’s Guide to the CISA Exam is supplied to individuals upon receipt of the CISA exam registra-
tion form and payment. This guide provides a detailed outline (task and knowledge statements) of the six
content areas covered on the exam. It also contains exam administration information, examples of question
types, certification and recertification requirements, a suggested list of reference materials, a list of
acronyms commonly used on the exam, and a sample copy of an admission ticket and exam answer sheet.

� The CISA Review Manual 2006 has been updated to reflect the new CISA job practice and has been
enhanced with new topics and issues to reflect changing industry principles and practices. It is a compre-
hensive study guide that assists individuals in preparing for the CISA exam. The manual features
detailed descriptions of the current tasks performed by IS auditors and the knowledge required to plan,
manage and perform IS audits. The structure of the manual includes job content areas and related tasks
that an IS auditor should know, including detailed explanations of relevant principles and practices. The
manual also provides definitions, CISA exam practice questions similar in content to what has previously
appeared on the CISA examination and references where additional guidance can be found. This manual
can be used as a stand-alone document for individual study or as a guide or reference for study groups
and chapters conducting local review courses.

� The CISA Review Questions, Answers & Explanations Manual 2006 consists of 625 multiple-choice study
questions. These items appeared in the 2005 edition of the CISA Review Questions, Answers &
Explanations Manual and in the 2005 Supplement, but many have been enhanced or rewritten to recog-
nize a change in practice, be more representative of the current exam question format, and/or provide
further clarity or explanation of the suggested correct answer. These questions are not actual test items,
but are intended to provide the CISA candidate with an understanding of the type and structure of ques-
tions and subject matters that have previously appeared on the examination. Questions are sorted by
CISA process and content areas and a sample test is provided. This publication is ideal for use in con-
junction with the CISA Review Manual 2006.

� A CISA Review Questions, Answers & Explanations Manual Supplement is developed each year by ISACA.
The 2006 edition consists of 100 new sample questions, answers and explanations for candidates to use
in preparation for the CISA exam. The 2006 Supplement was created based on the new CISA job prac-
tice, using a similar process for item development as that used to develop actual exam items. This publi-
cation is ideal to use in conjunction with the CISA Review Manual 2006 and the CISA Review Questions,
Answers & Explanations Manual 2006.

� CISA Review Questions, Answers & Explanations CD-ROM 2006 consists of the 725 questions, answers and
explanations included in the CISA Review Questions, Answers & Explanations Manual 2006 and the CISA
Review Questions, Answers & Explanations Manual 2006 Supplement. All the questions are sorted based on
the new 2006 CISA job practice. With this product, CISA candidates can identify strengths and weaknesses
by taking various-length, random sample exams and reviewing the results by area. Sample exams also can
be chosen by area, allowing for concentrated study, and by other sort features, such as the omission of pre-
vious correctly answered questions. Also included are Information Systems Control Journal® articles refer-
enced in the CISA Review Manual 2006. The CD-ROM requires Windows 3.1 or above and a JavaScript 1.1-
enabled browser, such as Netscape Communicator 4.05 or Internet Explorer 4.0 (ver 4.72) or above.

� CISA review courses are conducted by many ISACA chapters. Exam candidates should contact their local ISACA chapter
to find out if a review course is being offered. These courses are often taught by current CISAs who present and discuss
exam topics and share their secrets of success. Information pertaining to chapter contacts and course offerings is avail-
able at www.isaca.org/chapters and www.isaca.org/cisaexam, respectively. A two-day review course is also planned preced-
ing the ISACA North America CACS conference 6-7 May 2006 in Orlando, Florida, USA.

No representation or warranties assuring candidates’ passage of the exam are made by ISACA or the Certification Board in
regard to these or other association publications or courses.
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Administration of the CISA Exam

ISACA has contracted with an internationally recognized professional testing agency. This not-for-profit corporation engages in
the development and administration of credentialing exams for certification and licensing purposes. It assists ISACA in the
construction, administration and scoring of the CISA exam.

Admission Ticket
Approximately two to three weeks prior to the CISA exam date, candidates will receive a physical admission ticket from the
testing agency and an e-ticket from ISACA. Tickets will indicate the date, registration time and location of the exam, as well as a
schedule of events for that day and a list of materials candidates must bring with them to take the CISA exam. 

Please Note: In order to receive your eTicket, you must have a current email address on file. If your email address changes,
please update your Profile on our website or contact certification@isaca.org. 

It is imperative that you note the specific registration and exam time on your admission ticket. 
NO CANDIDATE WILL BE ADMITTED TO THE TEST CENTER ONCE THE CHIEF EXAMINER BEGINS THE
ORAL INSTRUCTIONS, APPROXIMATELY 30 MINUTES BEFORE THE EXAM BEGINS. Any candidate who arrives
after the oral instructions have begun will not be allowed to sit for the exam and will forfeit his or her registration fee. You can
use your admission ticket only at the designated test center specified on your admission ticket.

If you have not received your admission ticket by 1 June 2006 for the June administration or by 1 December 2006 for the
December administration, please contact the CISA certification department immediately at certification@isaca.org or
+1.847.253.1545, ext. 403, 471 or 474.

Be Prompt
Registration will begin at the time indicated on your admission ticket at each center. All candidates must be registered and in
the test center when the chief examiner begins reading the oral instructions. NO CANDIDATE WILL BE ADMITTED TO
THE TEST CENTER ONCE THE CHIEF EXAMINER BEGINS READING THE ORAL INSTRUCTIONS. 

Remember to Bring Your Admission Ticket
Candidates can use their admission ticket only at the designated test center. Only those candidates with a valid admission
ticket and an acceptable form of identification will be admitted. Examples of acceptable forms of identification include
those with a photo (e.g., a passport or photo driver’s license). Any candidate who does not provide an original form of
identification will not be allowed to sit for the exam and will forfeit his or her registration fee.

Observe the Test Center’s Rules
• Candidates will not be admitted to a testing room after the oral instructions have begun.
• Candidates should bring several sharpened No. 2 or HB (soft lead) pencils and a good eraser. Pencils and erasers will not be

made available at the test site.
• Candidates are not allowed to bring reference materials or language dictionaries into the test center.
• Candidates are not allowed to bring or use a calculator.
• Candidates are not allow to bring any type of communication devices (i.e., cell phones, PDAs, Blackberries, etc.) into the test

center.
• Scratch paper is not permitted. Candidates may use the margin of the pages, as needed.
• Visitors are not permitted.
• Candidates may be excused to leave the room by the proctor during the exam.
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Be Careful in Completing the Answer Sheet
• An example of the multiple-choice answer sheet is included to familiarize candidates with its format.  While many candidates

have taken multiple-choice question exams, there are others who have never experienced a multiple-choice question exam.
• Before a candidate begins the exam, the exam center chief examiner will read aloud the instructions for entering

identification information on the answer sheet. A candidate’s identification number as it appears on the admission ticket and
all other requested information must be correctly entered or scores may be delayed or incorrectly reported.

• A proctor speaking the primary language used at each test site is available. If a candidate desires to take the exam in a
language other than the primary language of the test site, the proctor may not be conversant in the language chosen.
However, written instructions will be available in the language of the exam.

• A candidate is instructed to read all instructions carefully and understand them before attempting to answer the questions.
Candidates who skip over the directions or read them too quickly could miss important information and possibly lose credit.

• All answers are to be marked in the appropriate circle on the answer sheet. Candidates must be careful not to mark more
than one answer per question or the wrong question. If an answer needs to be changed, a candidate is urged to erase the
wrong answer fully before writing in the new one.  

• All questions should be answered. There are no penalties for incorrect answers. Grades are based solely on the
number of questions answered correctly, so do not leave any questions blank.

• After completion, candidates are required to hand in their answer sheet and test booklet.

Budget Your Time
• The exam, which is four hours in length, allows for a little over one minute per question. Therefore, it is advisable that

candidates pace themselves to complete the entire exam.  Candidates must complete an average of 50 questions per hour.
• Candidates are urged to immediately record their answers on the answer sheet. No additional time will be allowed after

the exam time has elapsed to transfer or record answers should a candidate mark their answers in the test
booklet.

Conduct Yourself Properly
• To protect the security of the exam and maintain the validity of the scores, candidates are asked to sign the answer sheet.
• The ISACA CISA Certification Board reserves the right to disqualify any candidate who is discovered engaging in any kind of

misconduct, such as giving or receiving help; using notes, papers, or other aids; attempting to take the exam for someone
else; or removing test materials or notes from the testing room. The testing agency will provide the ISACA CISA Certification
Board with records regarding such irregularities for their review and to render a decision.

Reasons for Dismissal
The proctor may dismiss a candidate for any of the following reasons:
• Admission to the test center is unauthorized.
• Candidate creates a disturbance or gives or receives help.
• Candidate attempts to remove test materials or notes from the exam room.
• Candidate impersonates another candidate.
• Candidate brings into the test center reference materials, language dictionaries, a calculator or other items that are not

permitted.

Scoring the CISA Exam

The CISA exam is scored using a method that utilizes a standard of performance established by a panel of content experts. A
passing score (cut score) is set as the number of questions that a qualified candidate should answer correctly. Because variations
exist from one exam to the next, the results of each exam after the cut score has been established are equated. Equating allows
uniformity in the grading process and the resultant scaled scores reflect a comparable level of proficiency regardless of when the
exam was taken. This scaled passing score represents neither a specific raw score nor a percentage of questions answered
correctly.

At the conclusion of each exam, test questions are reviewed. Questions identified as being ambiguous or having technical or
language flaws are either not used in the grading process or are given multiple correct answer keys. Raw scores are then
arithmetically converted to scaled scores.  A scaled score of 75 or above represents a passing score for the entire exam.
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Test scores are not available until approximately six (6) weeks after the test date. The ISACA CISA Certification
Board will mail score reports to the candidates. To ensure the confidentiality of actual scores, test results will not
be reported by telephone, fax or e-mail. Candidates can request an e-mail pass/fail status and score by marking
the appropriate box on the CISA exam registration form.

Candidates will receive a score report containing a sub score for each job area. Successful candidates will receive, along with a
score report, an application for CISA certification. Unsuccessful candidates will receive, along with a score report, a copy of the
new Bulletin of Information. The sub scores can be useful in identifying those areas in which the candidate may need further
study before retaking the exam. Unsuccessful candidates should note that taking either a simple or weighted average of the sub-
scores does not derive the total scaled score.

Candidates receiving a failing score on the exam may request a hand score of their answer sheets. This procedure ensures that
no stray marks, multiple responses or other conditions interfered with computer scoring. You should understand, however, that
all scores are subjected to several quality control checks before they are reported. Therefore, rescores most likely will not result
in a score change. Requests for hand scoring must be made in writing to the certification department within 6 months after the
exam was administered. If you apply after the deadline date, your request will not be processed. All requests must include a
candidate’s name, exam identification number and mailing address. A fee of US $50 must accompany each request.

Types of Questions on the CISA Exam

CISA exam questions are developed with the intent of measuring and testing practical knowledge and the application of general
concepts and standards. All questions are designed with one best answer.

Every CISA question has a stem (question) and four options (answer choices). The candidate is asked to choose the correct or
best answer from the options.  The stem may be in the form of a question or incomplete statement.  In some instances, a
scenario or description problem may also be included. These questions normally include a description of a situation and require
the candidate to answer two or more questions based on the information provided. The candidate is cautioned to read each
question carefully. Many times a CISA exam question will require the candidate to choose the appropriate answer that is MOST
likely or BEST. In every case, the candidate is required to read the question carefully, eliminate known incorrect answers and
then make the best choice possible.  The following questions are from past editions of the CISA Questions, Answers &
Explanations Manual, and are examples of the CISA question format.

1.  During a security audit of IT processes, an IS auditor found that there were no documented security procedures. 
The IS auditor should:

A. create the procedures document.
B. terminate the audit.
C. conduct compliance testing.
D. identify and evaluate existing practices.

2. In a client-server system, which of the following control techniques is used to inspect activity from known or unknown users?

A. Diskless workstations
B. Data encryption techniques
C. Network monitoring devices
D. Authentication systems

3. After completing the business impact analysis (BIA), which of the following is the next step in the business continuity process?

A. Test and maintain the plan.
B. Develop a specific plan.
C. Develop recovery strategies.
D. Implement the plan.
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4. In regard to moving an application program from the test environment to the production environment, the BEST control
would be provided by having the:

A. application programmer copy the source program and compiled object module to the production libraries.
B. application programmer copy the source program to the production libraries and then have the production control group

compile the program.
C. production control group compile the object module to the production libraries using the source program in the test

environment.
D. production control group copy the source program to the production libraries and then compile the

program.

5. Which of the following represents the GREATEST potential risk in an EDI environment?

A. Transaction authorization 
B. Loss or duplication of EDI transmissions
C. Transmission delay
D. Deletion or manipulation of transactions prior to or after establishment of application controls

Correct answers to the above questions are in bold. For explanations of correct and incorrect choices to these questions and for
additional study questions, please refer to ISACA’s CISA Questions, Answers & Explanations Manual.

CISA Exam Terminology

The CISA exam is offered in many languages. To assist candidates taking the exam with the translation of technical terminology,
a list of the most frequently used technical terms in English along with how they will appear on the exam in other languages
offered is available on ISACA’s web site at www.isaca.org/examterm. 

Application for CISA Certification

Passing the exam does not mean a candidate is a CISA. Once a candidate passes the CISA exam, he/she has five years from the
date of the exam to apply for certification. Successful candidates must complete the application for certification and have their
work experience verified using the appropriate forms included in the application. Candidates are not certified, and cannot
use the CISA designation, until the completed application is received and approved. Once certified, the new CISA will
receive a certificate and a copy of the CISA Continuing Professional Education Policy. At the time of application, individuals must
also acknowledge that ISACA reserves the right, but is not obligated, to publish or otherwise disclose their CISA status. 

Requirements for Initial CISA Certification

Certification is granted initially to individuals who have completed the CISA exam successfully and meet the following work
experience requirements:

A minimum of five years of professional information systems audit, control or security work experience is required for
certification.  Substitutions and waivers of such experience may be obtained as follows:
• A maximum of one year of information systems, operating or programming experience, or one year of financial or operational

auditing experience can be substituted for one year of information systems auditing, control or security experience.
• An associate’s or bachelor’s degree (the equivalent of 60 to 120 completed college semester credit hours) can be substituted

for one or two years, respectively, of information systems auditing, control or security experience.
• A bachelor’s degree from a university that enforces the ISACA sponsored Model Curricula can be substituted for one year of

information systems auditing, control or security experience. To view a list of these schools, please visit
http://www.isaca.org/modeluniversities. This option cannot be used if three years of substitution have already been claimed
from above.

• Each two years of experience as a full-time university instructor in a related field (e.g., computer science, accounting,
information systems auditing) may be substituted for one year of information systems auditing, control or security experience.

Experience must have been gained within the 10-year period preceding the date of the application for CISA certification or within
five years from the date of initially passing the exam.  If the application for CISA certification is not submitted within five years
from the passing date of the exam, retaking and passing the exam is required.  
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All experience is verified independently with employers via a Verification of Work Experience form.

It is important to note that many individuals choose to take the CISA exam prior to meeting the experience requirements.  This
practice is acceptable and encouraged, although the CISA designation will not be awarded until all requirements are met.

Requirements for Maintaining CISA Certification

The CISA Continuing Education Policy requires the attainment of continuing education hours over an annual and three-year
reporting period.  CISAs must comply with the following requirements to retain certification:
• Attain and report an annual minimum of 20 continuing professional education hours.
• Submit annual continuing education maintenance fees to ISACA International Headquarters in full.
• Attain and report a minimum of 120 continuing professional education hours for a three-year reporting period.
• Respond and submit required documentation of continuing education activities to support the hours reported if selected for

an annual audit.
• Comply with ISACA’s Code of Professional Ethics. 

Failure to comply with these general requirements will result in the revocation of an individual’s CISA designation.

Revocation of CISA Certification

The CISA Certification Board may, at its discretion after due and thorough consideration, revoke an individual’s CISA
certification for any of the following reasons:
• Failing to comply with the CISA Continuing Education Policy
• Violating any provision of the ISACA Code of Professional Ethics
• Falsifying or deliberately failing to provide relevant information
• Intentionally misstating a material fact
• Engaging or assisting others in dishonest, unauthorized or inappropriate behavior at any time in connection with the CISA

exam or the certification process

ISACA Code of Professional Ethics

ISACA sets forth this Code of Professional Ethics to guide the professional and personal conduct of members of the
association and/or its certification holders.

Members and ISACA certification holders shall: 

1. Support the implementation of, and encourage compliance with, appropriate standards, procedures and controls for
information systems 

2. Perform their duties with objectivity, due diligence and professional care, in accordance with professional standards and
best practices

3. Serve in the interest of stakeholders in a lawful and honest manner, while maintaining high standards of conduct and
character, and not engage in acts discreditable to the profession

4. Maintain the privacy and confidentiality of information obtained in the course of their duties unless disclosure is required
by legal authority. Such information shall not be used for personal benefit or released to inappropriate parties 

5. Maintain competency in their respective fields and agree to undertake only those activities, that they can reasonably
expect to complete with professional competence

6. Inform appropriate parties of the results of work performed, revealing all significant facts known to them

7. Support the professional education of stakeholders in enhancing their understanding of information systems security and
control

Failure to comply with this Code of Professional Ethics can result in an investigation into a member’s and/or certification
holder’s conduct and, ultimately, in disciplinary measures.
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Content of the CISA Exam

The content of the exam is continuously modified to reflect changes in technology and practices. Every five years, a thorough
job practice analysis is conducted to determine the tasks and knowledge required of individuals aspiring to become CISAs.  The
most recent job practice analysis, completed in 2004, resulted in the following content areas and definitions.

Note: The percentages below indicate the emphasis or percent of questions that will appear on the exam from each area.  The
pages that follow contain further information regarding the specific tasks and knowledge statements that may be covered on the
exam.

Content Areas

The IS Audit Process (10%)
Provide IS audit services in accordance with IS audit standards, guidelines, and best practices to assist the organization in
ensuring that its information technology and business systems are protected and controlled.

IT Governance (15%)
Provide assurance that the organization has the structure, policies, accountability, mechanisms and monitoring practices in place
to achieve the requirements of corporate governance of IT.

Systems and Infrastructure Life Cycle Management (16%)
Provide assurance that the management practices for the development/acquisition, testing, implementation, maintenance and
disposal of systems and infrastructure will meet the organization’s objectives.

IT Service Delivery and Support (14%)
Provide assurance that the IT service management practices will ensure the delivery of the level of services required to meet the
organization’s objectives.

Protection of Information Assets (31%)
Provide assurance that the security architecture (policies, standards, procedures and controls) ensures the confidentiality,
integrity and availability of information assets.

Business Continuity and Disaster Recovery (14%)
Provide assurance that, in the event of a disruption, the business continuity and disaster recovery processes will ensure the
timely resumption of IT services, while minimizing the business impact.
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CONTENT AREA
The IS Audit Process
Provide IS audit services in accordance with IS audit standards, guidelines, and best practices to assist the organization in 
ensuring that its information technology and business systems are protected and controlled.
Tasks
Develop and implement a risk-based IS audit strategy for the organization in compliance with IS audit standards, guidelines
and best practices.
Plan specific audits to ensure that IT and business systems are protected and controlled.
Conduct audits in accordance with IS audit standards, guidelines and best practices to meet planned audit objectives.
Communicate emerging issues, potential risks and audit results to key stakeholders.
Advise on the implementation of risk management and control practices within the organization, while maintaining
independence.
Knowledge Statements
Knowledge of ISACA IS Auditing Standards, Guidelines and Procedures and the Code of Professional Ethics
Knowledge of IS auditing practices and techniques
Knowledge of techniques to gather information and preserve evidence (e.g., observation, inquiry, interview, CAATTs and
electronic media)
Knowledge of the evidence life cycle (e.g., the collection, protection, chain of custody)
Knowledge of control objectives and controls related to IS (e.g., COBIT)
Knowledge of risk assessment in an audit context
Knowledge of audit planning and management techniques
Knowledge of reporting and communication techniques (e.g., facilitation, negotiation and conflict resolution)
Knowledge of control self-assessment (CSA)
Knowledge of continuous audit techniques
IT Governance
Provide assurance that the organization has the structure, policies, accountability, mechanisms and monitoring practices in 
place to achieve the requirements of corporate governance of IT.
Tasks
Evaluate the effectiveness of the IT governance structure to ensure adequate board control over the decisions, directions and
performance of IT so that it supports the organization’s strategies and objectives.
Evaluate the IT organizational structure and human resources (personnel) management to ensure that they support the
organization’s strategies and objectives.
Evaluate the IT strategy and the process for its development, approval, implementation and maintenance to ensure that it
supports the organization’s strategies and objectives.
Evaluate the organization’s IT policies, standards and procedures, and the processes for their development, approval,
implementation and maintenance to ensure that they support the IT strategy and comply with regulatory and legal
requirements.
Evaluate management practices to ensure compliance with the organization’s IT strategy, policies, standard and procedures.
Evaluate IT resource investment, use and allocation practices to ensure alignment with the organization’s strategies and
objectives.
Evaluate IT contracting strategies and policies and contract management practices to ensure that they support the
organization’s strategies and objectives.
Evaluate risk management practices to ensure that the organization’s IT-related risks are properly managed.
Evaluate monitoring and assurance practices to ensure that the board and executive management receive sufficient and timely
information about IT performance.
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CONTENT AREA
IT Governance (continued)
Knowledge Statements
Knowledge of the purpose of IT strategies, policies, standards and procedures for an organization and the 
essential elements of each
Knowledge of IT governance frameworks
Knowledge of the processes for the development, implementation and maintenance of IT strategies, policies, standards and
procedures (e.g., protection of information assets, business continuity and disaster recovery, systems and infrastructure
lifecycle management, and IT service delivery and support)
Knowledge of quality management strategies and policies
Knowledge of organizational structure, roles and responsibilities related to the use and management of IT
Knowledge of generally accepted international IT standards and guidelines
Knowledge of enterprise IT architecture and its implications for setting long-term strategic goals
Knowledge of risk management methodologies and tools
Knowledge of the use of control frameworks (e.g., COBIT, COSO and ISO/IEC 17799)
Knowledge of the use of maturity and process improvement models (e.g., CMM and COBIT)
Knowledge of contracting strategies, processes and contract management practices 
Knowledge of practices for monitoring and reporting of IT performance (e.g., balanced scorecards and key 
performance indicators)
Knowledge of relevant legislative and regulatory issues (e.g., privacy, intellectual property and corporate 
governance requirements)
Knowledge of IT human resources (personnel) management
Knowledge of IT resource investment and allocation practices (e.g., portfolio management return on investment)
Systems and Infrastructure Life Cycle Managment
Provide assurance that the management practices for the development/acquisition, testing, implementation, maintenance 
and disposal of systems and infrastructure will meet the organization’s objectives.
Tasks
Evaluate the business case for the proposed system development/acquisition to ensure that it meets the organization’s
business goals.
Evaluate the project management framework and project governance practices to ensure that business objectives are achieved
in a cost-effective manner, while managing risks to the organization.
Perform reviews to ensure that a project is progressing in accordance with project plans, is adequately supported by
documentation and status reporting is accurate.
Evaluate proposed control mechanisms for systems and/or infrastructure during specification, development/acquisition and
testing to ensure that they will provide safeguards and comply with the organization’s policies and other requirements.
Evaluate the processes by which systems and/or infrastructure are developed/acquired and tested to ensure that the
deliverables meet the organization’s objectives.
Evaluate the readiness of the system and/or infrastructure for implementation and migration into production.
Perform post-implementation review of systems and/or infrastructure to ensure that they meet the organization’s objectives
and are subject to effective internal control.
Perform periodic reviews of systems and/or infrastructure to ensure that they continue to meet the organization’s objectives
and are subject to effective internal control.
Evaluate the process by which systems and/or infrastructure are maintained to ensure the continued support of the
organization’s objectives and are subject to effective internal control.
Evaluate the process by which systems and/or infrastructure are disposed of to ensure that they comply with the
organization’s policies and procedures.
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CONTENT AREA
Systems and Infrastructure Life Cycle Managment (continued)
Knowledge Statements
Knowledge of benefits management practice (e.g., feasibility studies and business cases)
Knowledge of project governance mechanisms (e.g., steering committee and project oversight board)
Knowledge of project management practices, tools and control frameworks
Knowledge of risk management practices applied to projects
Knowledge of project success criteria and risks
Knowledge of configuration, change and release management in relation to development and maintenance of systems and/or
infrastructure
Knowledge of control objectives and techniques that ensure the completeness, accuracy, validity and authorization of
transactions and data within IT systems applications
Knowledge of enterprise architecture related to data, applications and technology (e.g., distributed applications, web-based
applications, web services and n-tier applications)
Knowledge of requirements analysis and management practices (e.g., requirements verification, traceability and gap analysis)
Knowledge of acquisition and contract management processes (e.g., evaluation of vendors, preparation of contracts, vendor
management and escrow)
Knowledge of system development methodologies and tools and an understanding of their strengths and weaknesses (e.g.,
agile development practices, prototyping, rapid application development and object-oriented design techniques)
Knowledge of quality assurance methods
Knowledge of the management of testing processes (e.g., test strategies, test plans, test environments, entry and exit criteria)
Knowledge of data conversion tools, techniques and procedures
Knowledge of system and/or infrastructure disposal procedures
Knowledge of software and hardware certification and accreditation practices
Knowledge of post-implementation review objectives and methods (e.g., project closure, benefits realization and performance
measurement)
Knowledge of system migration and infrastructure deployment practices
IT Service Delivery and Support 
Provide assurance that the IT service management practices will ensure the delivery of the level of services required to 
meet the organization’s objectives.
Tasks
Evaluate service level management practices to ensure that the level of service from internal and external service providers is
defined and managed.
Evaluate operations management to ensure that IT support functions effectively meet business needs.
Evaluate data administration practices to ensure the integrity and optimization of databases.
Evaluate the use of capacity and performance monitoring tools and techniques to ensure that IT services meet the
organization’s objectives.
Evaluate change, configuration and release management practices to ensure that changes made to the organization’s
production environment are adequately controlled and documented.
Evaluate problem and incident management practices to ensure that incidents, problems and errors are recorded, analyzed
and resolved in a timely manner.
Evaluate the functionality of the IT infrastructure (e.g., network components, hardware and system software) to ensure that it
supports the organization’s objectives.
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CONTENT AREA
IT Service Delivery and Support (continued)
Knowledge Statements
Knowledge of service level management practices
Knowledge of operations management best practices (e.g., workload scheduling, network services management and
preventive maintenance)
Knowledge of system performance monitoring processes, tools and techniques (e.g., network analyzers, system utilization
reports and load balancing)
Knowledge of the functionality of hardware and network components (e.g., routers, switches, firewalls and peripherals)
Knowledge of database administration practices
Knowledge of the functionality of system software including operating systems, utilities and database management systems
Knowledge of capacity planning and monitoring techniques
Knowledge of processes for managing scheduled and emergency changes to the production systems and/or infrastructure
including change, configuration, release and patch management practices
Knowledge of incident/problem management practices (e.g., help desk, escalation procedures and tracking)
Knowledge of software licensing and inventory practices
Knowledge of system resiliency tools and techniques (e.g., fault tolerant hardware, elimination of single point of failure 
and clustering)
Protection of Information Assets 
Provide assurance that the security architecture (policies, standards, procedures and controls) ensures the confidentiality, 
integrity and availability of information assets.
Tasks
Evaluate the design, implementation and monitoring of logical access controls to ensure the confidentiality, integrity,
availability and authorized use of information assets.
Evaluate network infrastructure security to ensure confidentiality, integrity, availability and authorized use of the network and
the information transmitted.
Evaluate the design, implementation and monitoring of environmental controls to prevent or minimize loss.
Evaluate the design, implementation and monitoring of physical access controls to ensure that information assets are
adequately safeguarded.
Evaluate the processes and procedures used to store, retrieve, transport and dispose of confidential information assets.
Knowledge Statements
Knowledge of the techniques for the design, implementation and monitoring of security (e.g., threat and risk assessment,
sensitivity analysis and privacy impact assessment)
Knowledge of logical access controls for the identification, authentication and restriction of users to authorized functions and
data (e.g., dynamic passwords, challenge/response, menus and profiles)
Knowledge of logical access security architectures (e.g., single sign-on, user identification strategies and identity management)
Knowledge of attack methods and techniques (e.g., hacking, spoofing, Trojan horses, denial of service and spamming)
Knowledge of processes related to monitoring and responding to security incidents (e.g., escalation procedures and
emergency incident response teams)
Knowledge of network and Internet security devices, protocols and techniques (e.g., SSL, SET, VPN and NAT)
Knowledge of intrusion detection systems and firewall configuration, implementation, operation and maintenance
Knowledge of encryption algorithm techniques (e.g., AESRSA)
Knowledge of public key infrastructure (PKI) components (e.g., certification authorities and registration authorities) and
digital signature techniques
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CONTENT AREA
Protection of Information Assets (continued)
Knowledge Statements
Knowledge of virus detection tools and control techniques
Knowledge of security testing and assessment tools (e.g., penetration testing and vulnerability scanning)
Knowledge of environmental protection practices and devices (e.g., fire suppression, cooling systems and water sensors)
Knowledge of physical security systems and practices (e.g., biometrics, access cards, cipher locks and tokens)
Knowledge of data classification schemes (e.g., public, confidential, private and sensitive data)
Knowledge of voice communications security (e.g., voiceover IP)
Knowledge of the processes and procedures used to store, retrieve, transport and dispose of confidential information assets
Knowledge of controls and risks associated with the use of portable and wireless devices (e.g., PDAs, USB devices and
Bluetooth devices)
Business Continuity and Disaster Recovery
Provide assurance that, in the event of a disruption, the business continuity and disaster recovery processes will ensure the 
timely resumption of IT services, while minimizing the business impact.
Tasks
Evaluate the adequacy of backup and restore provisions to ensure the availability of information required to resume
processing.
Evaluate the organization’s disaster recovery plan to ensure that it enables the recovery of IT processing capabilities in the
event of a disaster.
Evaluate the organization’s business continuity plan to ensure its ability to continue essential business operations during the
period of an IT disruption.
Knowledge Statements
Knowledge of data backup, storage, maintenance, retention and restoration processes and practices
Knowledge of regulatory, legal, contractual and insurance issues related to business continuity and disaster recovery
Knowledge of business impact analysis (BIA)
Knowledge of the development and maintenance of the business continuity and disaster recovery plans
Knowledge of business continuity and disaster recovery testing approaches and methods 
Knowledge of human resources management practices as related to business continuity and disaster recovery (e.g., evacuation
planning and response teams)
Knowledge of processes used to invoke the business continuity and disaster recovery plans
Knowledge of types of alternate processing sites and methods used to monitor the contractual agreements (e.g., hot sites,
warm sites and cold sites)
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The CISA Examination and COBIT

COBIT, now in its fourth edition ( COBIT 4.0), is an
initiative conducted by the IT Governance Institute.
COBIT has been developed as a generally applicable and
accepted framework for good information technology
security and control practices that provide a reference
for management, users, and IS audit, control and
security practitioners. COBIT is based on ITGI’s Control
Objectives, enhanced with existing and emerging
international technical, professional, regulatory and
industry-specific standards. The resulting control
objectives have been developed for application to
organizationwide information systems. 

COBIT also supports a generic IT assurance/audit
process, which could be summarized as: 
•  Obtaining an understanding of business

requirements, related risks and relevant control
measures

•  Evaluating the appropriateness of stated controls
•  Assessing compliance by testing whether the stated

controls are working as prescribed, consistently and
continuously

•  Substantiating the risk of control objectives not
being met by using analytical techniques and/or
consulting alternative sources

Although knowledge of COBIT is not specifically tested
on the CISA examination, the COBIT control objectives
or processes do reflect the tasks identified in the CISA
practice analysis. As such, a thorough review of COBIT
is recommended for candidate preparation for the CISA
examination. To focus a candidate’s attention on the
specific COBIT processes that relate to CISA practice
analysis tasks, the following table has been provided to
aid in a candidate’s exam preparation. It includes a
reference and cross-reference to both COBIT 3rd Edition
as well as COBIT 4.0.

COBIT 3rd Edition
DOMAIN PROCESS

Plan and Organize 
PO1 Define a strategic IT plan.
PO2 Define the information

architecture.
PO3 Determine technological

direction.
PO4 Define the IT organization and

relationships.
PO5 Manage the IT investment.
PO6 Communicate management aims

and direction.
PO7 Manage human resources.
PO8 Ensure compliance with external

requirements.
PO9 Assess risks.
PO10 Manage projects.
PO11 Manage quality.

Acquire and Implement 
AI1 Identify automated solutions.
AI2 Acquire and maintain application

software.
AI3 Acquire and maintain

technology infrastructure. 
AI4 Develop and maintain

procedures.
AI5 Install and accredit systems.
AI6 Manage changes.

Deliver and Support 
DS1 Define and manage service

levels.
DS2 Manage third-party services.
DS3 Manage performance and

capacity.
DS4 Ensure continuous service.
DS5 Ensure systems security.
DS6 Identify and allocate costs.
DS7 Educate and train users.
DS8 Assist and advise customers.
DS9 Manage the configuration.
DS10 Manage problems and incidents.
DS11 Manage data.
DS12 Manage facilities.
DS13 Manage operations.

Monitor and Evaluate
M1 Monitor the process.
M2 Assess internal control

adequacy.
M3 Obtain independent assurance.
M4 Provide for independent audit. 

COBIT4.0
DOMAIN PROCESS

Plan and Organize 
PO1 Define a strategic IT plan.
PO2 Define the information

architecture.
PO3 Determine technological

direction.
PO4 Define the IT processes,

organisation and relationships.
PO5 Manage the IT investment.
PO6 Communicate management aims

and direction.
PO7 Manage IT human resources.
PO8 Manage quality.
PO9 Assess and manage IT risks.
PO10 Manage projects.

Acquire and Implement 
AI1 Identify automated solutions.
AI2 Acquire and maintain application

software.
AI3 Acquire and maintain

technology infrastructure.
AI4 Enable operation and use.
AI5 Procure IT resources.
AI6 Manage changes.
AI7 Install and accredit solutions and

changes.

Deliver and Support 
DS1 Define and manage service

levels.
DS2 Manage third-party services.
DS3 Manage performance and

capacity.
DS4 Ensure continuous service.
DS5 Ensure systems security.
DS6 Identify and allocate costs.
DS7 Educate and train users.
DS8 Manage service desk and

incidents.
DS9 Manage the configuration.
DS10 Manage problems.
DS11 Manage data.
DS12 Manage the physical

environment.
DS13 Manage operations.

Monitor and Evaluate
ME1 Monitor and evaluate IT

performance.
ME2 Monitor and evaluate internal

control.
ME3 Ensure regulatory compliance.
ME4 Provide IT governance.
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CISA Practice Analysis Tasks COBIT Processes
The IS Audit Process
Tasks COBIT 3rd Edition COBIT 4.0

Develop and implement a risk-based IS audit strategy for the
organization in compliance with IS audit standards, guidelines 
and best practices.

Plan specific audits to ensure that IT and business systems are
protected and controlled.

Conduct audits in accordance with IS audit standards, guidelines
and best practices to meet planned audit objectives.

Communicate emerging issues, potential risks and audit results 
to key stakeholders.

Advise on the implementation of risk management and control
practices within the organization while maintaining
independence.

IT Governance
Tasks COBIT 3rd Edition COBIT 4.0
Evaluate the effectiveness of IT governance structure to ensure
adequate board control over the decisions, directions and
performance of IT so that it supports the organization’s
strategies and objectives.

PO9 Assess risk 

M3 Obtain independent
assurance
M4 Provide for
independent audit

M3 Obtain independent
assurance
M4 Provide for
independent audit

M4 Provide for
independent audit

M3 Obtain independent
assurance
M4 Provide for
independent audit

PO9 Assess risk

PO11 Manage quality
M3 Obtain independent
assurance
M4 Provide for
independent audit

PO1 Define a strategic 
IT plan
PO4 Define the IT
organisation and
relationship
PO5 Manage the IT
investment
PO6 Communicate
management aims and
directions
M2 Assess internal
control adequacy 
M3 Obtain independent
assurance
M4 Provide for
independent audit

PO9 Assess and manage
IT risks
ME2 Monitor and
evaluate internal control

ME2 Monitor and
evaluate internal control

PO9 Assess and manage
IT risks
ME2 Monitor and
evaluate internal control

PO9 Assess and manage
IT risks
PO8 Manage quality

PO1 Define a strategic 
IT plan
PO4 Define the IT
processes, organisation
and relationships
PO5 Manage the IT
investment
PO6 Communicate
management aims and
direction
ME4 Provide IT
governance
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CISA Practice Analysis Tasks COBIT Processes
IT Governance (continued)
Tasks COBIT 3rd Edition COBIT 4.0
Evaluate IT organizational structure and human resources
(personnel) management to ensure that they support the
organization’s strategies and objectives.

Evaluate the IT strategy and the process for its development,
approval, implementation and maintenance to ensure that it
supports the organization’s strategies and objectives.

Evaluate the organization’s IT policies, standards and
procedures; and the processes for their development, approval,
implementation and maintenance to ensure that they support the
IT strategy and comply with regulatory and legal requirements.

Evaluate management practices to ensure compliance with the
organization’s IT strategy, policies, standards and procedures.

Evaluate IT resource investment, use and allocation practices 
to ensure alignment with the organization’s strategies and
objectives.

Evaluate IT contracting strategies and policies and contract
management practices to ensure that they support the
organization’s strategies and objectives.

PO4 Define the IT
organisation and
relationships
PO7 Manage human
resources
DS1 Define and manage
service levels

PO1 Define a strategic 
IT plan
PO5 Manage the IT
investment

PO8 Ensure compliance
with external
requirements
AI6 Manage changes
M1 Monitor the 
processes

PO6 Communicate
management aims and
direction
PO7 Manage human
resources
PO10 Manage projects
PO11 Manage quality
DS6 Identify and allocate
costs

PO5 Manage the IT
investment
PO10 Manage projects

PO7 Manage human
resources
PO8 Ensure compliance
with external
requirements
AI1 Identify automated
solutions
DS2 Manage third-party
services
DS9 Manage the
configuration 

PO4 Define the IT
processes, organisation
and relationships
PO7 Manage IT human
resources
DS1 Define and manage
service levels

PO1 Define a strategic 
IT plan
PO5 Manage the IT
investment

ME4 Provide IT
governance

AI6 Manage changes
ME1 Monitor and
evaluate IT performance

PO6 Communicate
management aims and
direction
PO7 Manage IT human
resources
PO10 Manage projects
PO8 Manage quality
DS6 Identify and allocate
costs

PO5 Manage the IT
investment
PO10 Manage projects

PO7 Manage IT human
resources
ME4 Provide IT
governance

AI1 Identify automated
solutions
DS2 Manage third-party
services
DS9 Manage the
configuration
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CISA Practice Analysis Tasks COBIT Processes
IT Governance (continued)
Tasks COBIT 3rd Edition COBIT 4.0
Evaluate risk management practices to ensure that the
organization’s IT-related risks are properly managed.

Evaluate monitoring and assurance practices to ensure that the
board and executive management receive sufficient and timely
information about IT performance.

Systems and Infrastructure Lifecycle Management
Tasks COBIT 3rd Edition COBIT 4.0
Evaluate the business case for the proposed system
development/acquisition to ensure that it meets the
organization’s business goals.

Evaluate the project management framework and project
governance practices to ensure that business objectives are
achieved in a cost-effective manner while managing risks to the
organization.

PO1 Define a strategic 
IT plan
PO6 Communicate
management aims and
directions
PO9 Assess Risk

PO10 Manage projects
M1 Monitor the process

M4 Provide for
independent audit

PO8 Ensure compliance
with external
requirements
PO10 Manage Projects
PO11 Manage quality
M2 Assess internal
control adequacy
M3 Obtain independent
assurance

PO3 Determine
technological direction
PO11 Manage quality
AI1 Identify automated
solutions
AI2 Acquire and maintain
application software
AI3 Acquire and maintain
technology infrastructure
DS9 Manage the
configuration

PO9 Assess risks

PO10 Manage projects
PO11 Manage quality
AI1 identify automated
solutions
AI2 Acquire and maintain
application software

PO1 Define a strategic 
IT plan
PO6 Communicate
management aims and
directions
PO9 Assess and manage
IT risks
PO10 Manage projects
ME3 Ensure regulatory
compliance

ME4 Provide IT
governance

PO10 Manage Projects
PO8 Manage quality
ME2 Monitor and
evaluate internal control

PO3 Determine
technological direction
PO8 Manage quality
AI1 Identify automated
solutions
AI2 Acquire and maintain
application software
AI3 Acquire and maintain
technology infrastructure
DS9 Manage the
configuration

PO9 Assess and manage 
IT risks
PO10 Manage projects
PO8 Manage quality
AI1 identify automated
solutions
AI2 Acquire and maintain
application software
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CISA Practice Analysis Tasks COBIT Processes
Systems and Infrastructure Lifecycle Management 
(continued)
Tasks COBIT 3rd Edition COBIT 4.0
Perform reviews to ensure that a project is progressing in
accordance with project plans, is adequately supported by
documentation and status reporting is accurate.

Evaluate proposed control mechanisms for systems and/or
infrastructure during specification, development/acquisition and
testing to ensure that they will provide safeguards and comply
with the organization’s policies and other requirements.

Evaluate the processes by which systems and/or infrastructure
are developed/acquired and tested to ensure that the
deliverables meet the organization’s objectives.

Evaluate the readiness of the system and/or infrastructure for
implementation and migration into production.

Perform post-implementation review of systems and/or
infrastructure to ensure that they meet the organization’s
objectives and are subject to effective internal control.

PO10 Manage projects
AI1 Identify automated
solutions
AI2 Acquire and maintain
application software
M3 Obtain independent
assurance
M4 Provide for
independent audit

PO10 Manage projects
PO11 Manage quality
AI1 identify automated
solutions
AI2 Acquire and maintain
application software
AI5 Install and accredit
systems

PO10 Manage projects
PO11 Manage quality
AI1 Identify automated
solutions
AI2 Acquire and maintain
application software
AI5 Install and accredit
systems

PO3 Determine
technological direction
AI3 Acquire and maintain
technology infrastructure
AI5 Install and accredit
systems

PO10 Manage projects
PO11 Manage quality
AI5 Install and accredit
systems

PO10 Manage projects
AI1 Identify automated
solutions
AI2 Acquire and maintain
application software
ME2 Monitor and
evaluate internal control

PO10 Manage projects
PO8 Manage quality
AI1 identify automated
solutions
AI2 Acquire and maintain
application software
AI7 Install and accredit
solutions and changes

PO10 Manage projects
PO8 Manage quality
AI1 Identify automated
solutions
AI2 Acquire and maintain
application software
AI7 Install and accredit
solutions and changes

PO3 Determine
technological direction
AI3 Acquire and maintain
technology infrastructure
AI7 Install and accredit
solutions and changes

PO10 Manage projects
PO8 Manage quality
AI7 Install and accredit
solutions and changes
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CISA Practice Analysis Tasks COBIT Processes
Systems and Infrastructure Lifecycle Management 
(continued)
Tasks COBIT 3rd Edition COBIT 4.0
Perform periodic reviews of systems and/or infrastructure to
ensure that they continue to meet the organization’s objectives
and are subject to effective internal control.

Evaluate the process by which systems and/or infrastructure are
maintained to ensure the continued support of the organization’s
objectives and to ensure that they are subject to effective internal
control.

Evaluate the process by which systems and/or infrastructure are
disposed of to ensure that they comply with the organization’s
policies and procedures.

PO6 Communicate
management aims and
direction
PO10 Manage projects
PO11 Manage quality
AI5 Install and accredit
systems
DS1 Define and manage
service levels
DS3 Manage performance
and capacity
M2 Assess internal
control adequacy
M3 Obtain independent
assurance
M4 Provide for
independent audit

PO3 Determine
technological direction
PO11 Manage quality
AI3 Acquire and maintain
technology infrastructure
AI6 Manage Changes

PO6 Communicate
management aims and
direction
AI1 Identify automated
solutions
AI1 Identify automated
solutions

PO6 Communicate
management aims and
direction
PO10 Manage projects
PO8 Manage quality
AI7 Install and accredit
solutions and changes
DS1 Define and manage
service levels
DS3 Manage performance
and capacity
ME2 Monitor and
evaluate internal control

PO3 Determine
technological direction
PO8 Manage quality
AI3 Acquire and maintain
technology infrastructure
AI6 Manage Changes

PO6 Communicate
management aims and
direction
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CISA Practice Analysis Tasks COBIT Processes
IT Service Delivery and Support
Tasks COBIT 3rd Edition COBIT 4.0
Evaluate service level management practices to ensure that the
level of service from internal and external service providers is
defined and managed.

Evaluate operations management to ensure that IT support
functions effectively meet business needs.

Evaluate data administration practices to ensure the integrity and
optimization of databases.

AI4 Develop and maintain
procedures
DS1 Define and manage
service levels
DS2 Manage third-party
services
DS6 Identify and 
allocate costs
DS8 Assist and advise
customers
M1 Monitor the process

PO9 Assess risks

AI4 Develop and maintain
procedures
AI5 Install and accredit
systems
DS13 Manage operations
M2 Assess internal
control adequacy

PO2 Define the
information architecture
PO4 Define the IT
organization and
relationships
AI1 Identify automated
solutions
AI2 Acquire and maintain
application software
AI5 Install and accredit
systems
DS5 Ensure systems
security
M1 Monitor the process

AI4 Enable operation 
and use
DS1 Define and 
manage service levels
DS2 Manage third-party
services
DS6 Identify and 
allocate costs
DS8 Manage service 
desk and incidents
DS10 Manage problems
ME1 Monitor and
evaluate IT performance

PO9 Assess and manage
IT risks
AI4 Enable operation 
and use
AI7 Install and accredit
solutions and changes
DS13 Manage operations
ME1 Monitor and
evaluate IT performance

PO2 Define the
information architecture
PO4 Define the IT
processes, organisation
and relationships
AI1 Identify automated
solutions
AI2 Acquire and maintain
application software
AI7 Install and accredit
solutions and changes
DS5 Ensure systems
security
ME1 Monitor and
evaluate IT performance
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CISA Practice Analysis Tasks COBIT Processes
IT Service Delivery and Support (continued)
Tasks COBIT 3rd Edition COBIT 4.0
Evaluate the use of capacity and performance monitoring tools
and techniques to ensure that IT services meet the organization’s
objectives.

Evaluate change, configuration and release management
practices to ensure that changes made to the organization’s
production environment are adequately controlled and
documented.

Evaluate problem and incident management practices to ensure
that incidents, problems and errors are recorded, analyzed and
resolved in a timely manner.

Evaluate the functionality of the IT infrastructure (e.g., network
components, hardware and system software) to ensure that it
supports the organization’s objectives.

AI1 Identify automated
solutions
AI5 Install and accredit
systems
DS1 Define and manage
service levels
DS3 Manage 
performance and capacity
M1 Monitor the process

PO11 Manage quality
AI2 Acquire and maintain
application software
AI3 Acquire and maintain
technology infrastructure
AI5 Install and accredit
systems
AI6 Manage changes
DS9 Manage the
configuration

DS8 Assist and advise
customers
DS10 Manage problems
and incidents
DS11 Manage data
M2 Assess internal
control adequacy

PO3 Determine
technological direction
PO11 Manage quality
AI3 Acquire and maintain
technology infrastructure
AI6 Manage changes

AI1 Identify automated
solutions
AI7 Install and accredit
solutions and changes
DS1 Define and manage
service levels
DS3 Manage 
performance and capacity
ME1 Monitor and
evaluate IT performance

PO8 Manage quality
AI2 Acquire and maintain
application software
AI3 Acquire and maintain
technology infrastructure
AI7 Install and accredit
solutions and changes
AI6 Manage changes
DS9 Manage the
configuration

DS8 Manage service 
desk and incidents
DS10 Manage problems

DS11 Manage data
ME1 Monitor and
evaluate IT performance

PO3 Determine
technological direction
PO8 Manage quality
AI3 Acquire and maintain
technology infrastructure
AI6 Manage changes
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CISA Practice Analysis Tasks COBIT Processes
Protection of Information Assets
Tasks COBIT 3rd Edition COBIT 4.0
Evaluate the design, implementation and monitoring of logical
access controls to ensure the confidentiality, integrity, availability
and authorized use of information assets.

Evaluate network infrastructure security to ensure confidentiality,
integrity, availability and authorized use of the network and the
information transmitted.

Evaluate the design, implementation and monitoring of
environmental controls to prevent or minimize loss.

Evaluate the design, implementation and monitoring of physical
access controls to ensure that information assets are adequately
safeguarded.

AI6 Manage changes
DS4 Ensure continuous
service
DS5 Ensure systems
security
DS10 Manage problems
and incidents
M1 Monitor the process

DS4 Ensure continuous
service
DS5 Ensure systems
security
DS11 Manage data
DS13 Manage operations
M1 Monitor the process

PO9 Assess risks
DS4 Ensure continuous
service
DS12 Manage facilities

M1 Monitor the process

PO4 define the IT
organization and
relationships
DS5 Ensure systems
security
DS12 Manage facilities

M1 Monitor the process

AI6 Manage changes
DS4 Ensure continuous
service
DS5 Ensure systems
security
DS10 Manage problems

ME1 Monitor and
evaluate IT performance

DS4 Ensure continuous
service
DS5 Ensure systems
security
DS11 Manage data
DS13 Manage operations
ME1 Monitor and
evaluate IT performance

PO9 Assess risks
DS4 Ensure continuous
service
DS12 Manage the
physical environment
ME1 Monitor and
evaluate IT performance
ME4 Provide IT
governance

PO4 Define the IT
processes, organisation
and relationships
DS5 Ensure systems
security
DS12 Manage the
physical environment
ME1 Monitor and
evaluate IT performance
ME4 Provide IT
governance
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CISA Practice Analysis Tasks COBIT Processes
Requirements and Issues (continued)
Tasks COBIT 3rd Edition COBIT 4.0
Evaluate the processes and procedures used to store, retrieve,
transport and dispose of confidential information assets.

Business Continuity and Disaster Recovery
Tasks COBIT 3rd Edition COBIT 4.0
Evaluate the adequacy of backup and restore provisions to
ensure the availability of information required to resume
processing.

Evaluate the organization’s disaster recovery plan to ensure that
it enables the recovery of IT processing capabilities in the event
of a disaster.

Evaluate the organization’s business continuity plan to ensure its
ability to continue essential business operations during the
period of an IT disruption.

PO8 Ensure compliance
with external
requirements
AI3 Acquire and maintain
technology infrastructure
DS4 Ensure continuous
service
DS5 Ensure systems
security 
DS11 Manage data
M1 Monitor the process

PO2 Define the
information architecture
DS4 Ensure continuous
service
DS11 Manage data

DS4 Ensure continuous
service
DS11  Manage data
DS12  Manage facilities

DS13  Manage operations

DS4 Ensure continuous
service

ME4 Provide IT
governance

AI3 Acquire and maintain
technology infrastructure
DS4 Ensure continuous
service
DS5 Ensure systems
security
DS11 Manage data
ME1 Monitor and
evaluate IT performance

PO2 Define the
information architecture
DS4 Ensure continuous
service
DS11 Manage data

DS4 Ensure continuous
service
DS11 Manage data
DS12  Manage the
physical environment
DS13  Manage operations
ME4 Provide IT
governance

DS4 Ensure continuous
service
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List of Acronyms

The CISA candidate should be familiar with the following list of acronyms published in the Candidate’s Guide to the CISA
Examination. These acronyms are the only stand-alone abbreviations permitted to be used in examination questions.

ASCII American Standard Code for Information Interchange
ATM Asynchronous Transfer Mode or automated teller machine
Bit Binary digit
CASE Computer-aided system engineering
CPM Critical path method
CPU Central processing unit
CSF Critical Success Factors
DASD Direct Access Storage Device
DBA Database administrator
DBMS Database management system
DES Data Encryption Standard
EDI Electronic data interchange
EFT Electronic funds transfer
EIGRP Enhanced Interior Gateway Routing Protocol
EMRT Emergency response time
FTP File Transfer Protocol
I/O Input/output
IP Internet protocol
IPL Initial program load 
IS Information systems
ISAM Indexed Sequential Access Method
ISDN Integrated services digital network
ISO International Organization for Standardization
ISP Internet service provider
ITF Integrated test facility
KGI Key goal indicators
KPI Key performance indicators
LAN Local area network
MODEM Modulator/demodulator
OSI Open Systems Interconnection
OSPF Open Shortest Path First
PBX Private branch exchange
PC Personal computer/microcomputer
PDA Personal digital assistant
PERT Program evaluation review technique
PKI Public key infrastructure
QA Quality assurance
RAM Random access memory
ROM Read-only memory
SMART Specific, Measurable, Achievable, Relevant, Time-bound
SSL Secure Sockets Layer
TCP Transmission Control Protocol
TQM Total quality management
UPS Uninterruptible power supply
USB Universal Serial BUS
WAN Wide area network
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List of Acronyms (contined)

In addition to the aforementioned acronyms, candidates may also wish to become familiar with the following additional
acronyms. Should any of these abbreviations be used in examination questions, their meanings would be included when the
acronym appears.

AICPA American Institute of Certified Public
Accountants

ALU Arithmetic logic unit
API Application programming interface
BCP Business continuity planning
BIA Business impact analysis
BLP Bypass label process
BPR Business process reengineering
CA Certificate authority
CAAT Computer-assisted audit technique
CEO Chief executive officer 
COBIT Control Objectives for Information and related

Technology
CGI Common gateway interface
CICA Canadian Institute of Chartered Accountants
CIS Continuous and intermittent simulation
CPS Certificate practice statement
CRL Certificate revocation list
CRM Customer relationship management
CSF Critical success factor
CSMA/CD Carrier-sense Multiple Access/Collision

Detection
DCE Data communications equipment
DCE Distributed computing environment
DID Direct inward dial
DNS Domain name server
DRP Disaster recovery planning
DSS Decision support systems
EC Electronic commerce
ERP Enterprise resource management
FAT File allocation table
FRAD Frame relay assembler/disassembler 
GID Group ID
HIPO Hierarchy Input-Process-Output
HTML Hypertext Markup Language
HTTP Hypertext Transmission Protocol
ID Identification
IETF Internet engineering task force
IPF Information processing facility

IRC Internet relay chat
L2TP Layer 2 Tunneling Protocol
MAC Media Access Control
MIS Management information system
MSAUs Multistation access units
NAT Network address translation
NFS Network files system
NNTP Network News Transfer Protocol
NTP Network Time Protocol
PAD Packet assembler/disassembler
PCR Program change request
PID Process ID
PIN Personal identification number
PPPoE Point-to-point Protocol Over Ethernet  
POS Point of sale
PPP Point-to-point Protocol
RA Registration authority
RAID Redundant Array of Inexpensive Disks
RAS Remote access service
RDBMS Relational database management system
RFI Request for information
RFP Request for proposal
SCM Supply chain management
SDLC System development life cycle
SET Secure electronic transactions
SNMP Simple Network Management Protocol
SPOOL Simultaneous peripheral operations online
SQL Structured Query Language
TCP/IP Transmission Control Protocol/Internet

Protocol
TMS Tape management system
UBE Unsolicited bulk e-mail
UDP User Datagram Protocol
UID User ID
URL Universal resource locator
VAN Value-added network
VPN Virtual private network
WWW World Wide Web
XML Extensible Markup Language
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Sample Admission Ticket

The following is a sample of the admission ticket that you will receive approximately two to three weeks prior to the CISA
examination date (see page 4).

Professional Examination Service

You are scheduled to take the ISACA Certified Information Systems AuditorTM (CISA®) Examination on Saturday, 10 June 2006.
Report no later than xx:xx a.m. on the morning of the examination to the test site listed below. The Chief Examiner will begin
reading the instructions at xx:xx a.m.

NO CANDIDATE WILL BE ADMITTED TO THE TEST CENTER ONCE THE CHIEF EXAMINER BEGINS
READING THE ORAL INSTRUCTIONS. Any candidate who arrives after the oral instructions have begun will not be
allowed to sit for the exam and will forfeit his or her registration fee. To ensure that you arrive in plenty of time for the
examination, it is recommended that you become familiar with the exact location of your exam site and the best route to get
there. Test center phone numbers and web site references have been provided (when available) to assist you in obtaining
directions to the facility.

The timed portion of the examination is four (4) hours from xx:xx a.m. to xx:xx p.m.  

TEST SITE CODE #
Test Site Name
Street Address

City, State, Postal Code or Zip Code
Country

Website or Direction Information, if available

Your Identification Number is NNNNNNNN
You are scheduled for the xxxxxx language version of the exam

YOU MUST bring your exam admission ticket (e-ticket or ticket received in the mail), several sharpened No. 2 or HB pencils,
an eraser and an original, acceptable form of identification (such as a driver’s license or passport) to the test site. Any candidate
who does not provide an original form of identification will not be allowed to sit for the exam and will forfeit his or her
registration fee. Please retain this admission ticket for future reference.

If you have any questions, please contact ISACA at +1.847.253.1545, extension 403, 471 or 474, or via e-mail at:
certification@isaca.org.

PROFESSIONAL EXAMINATION SERVICE
ISACA
Test date:  Saturday, 10 June 2006:  7401
CHANGE of NAME/ADDRESS/ID# FORM

Please print clearly any change or correction to your NAME, ADDRESS or ID# on this form and return this part of the form to
your exam proctor when instructed to do so.  DO NOT return this part of the form if there are no changes to be recorded.

ID #: NNNNNNN
Name:
Address 1:
Address 2:
City, State, Country, Postal Code or Zip Code:
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Sample Answers Sheet (Side 1)
The following is a sample of a CISA exam answer sheet.
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Sample Answers Sheet (Side 2)
The following is a sample of a CISA exam answer sheet.
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